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IBM Lab Development Philosophy

= Globally Integrated Development Team
» Common architecture, tools and process

» Lightweight governance

» Distributed skill pools leveraged world-wide as well as in local engagements

= Continuous focus on effectiveness and efficiency
» Culture of reuse facilitated through common components and architecture

» Incremental development approach with continuous customer feedback

» Strong ongoing focus on consumability and quality

= Strong sustained improvement
» Faster delivery, faster feedback, faster deployment, faster renewal rate

» Reduced base development expense
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Best Practices for Distributed Development Success
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Engineering Community - Leveraging Collaboration

Government Standards — Enablement Artifacts

I Q Government Standards - Lab-Feld Wiki - w3ki - Mazilla Frefox co"aborate.
fle Edit Yew Hglory Soolomaks Tools Heb https: /w3 webahead. bm. com/w 3d/dspi 1' M—OM co:'lsultatlons
) i r Process improvements to remove obstacles
w cas 3. Presentations and group discussions
| ::m: Government IT Standards Wiki i
t‘ ‘: - : ¢ 118 2 ;;)rll"‘i;VlI()U\;\ 7
ToolReusable Code: B "o Government 1T standa: |
-IPv6 Compliance Wizard: 1ssum stttz i
-IPv6 Hostname Validator & Test Tool: 76 dowﬁoads
Alﬂfubfromwld(asoprrlleOQ) oy | =
PRV S51 downlaadmss - e ma s een 2o o EDUCAtE:
-FIPS Related: 873 downloads “o e ess 40 IPV6 Implementation Requirements
-coubukbn Criteria Rohbd aoo dowloaa. 4 55 IFIPS 140 Guideline E
e grod.<3,
TOTAI..2224 wiki dowﬂoads .. 4. Common Criteria Cookbook
‘ o G+ Lessons Learned from Tivoli License Compliance Manager CC Evaluation
104g: Lessons Learned from WebSphere Federation Server CC Evaluation
| G 2 What is the “+” in EAL4+ and What Needs To Be Done to Get It
8. Common Criteria Starter Kit
S Siatiatioe 9. CC Self Assessment Form
e ‘:‘ 10. CC Checklist for EAL2
Sl 11. CC Checklist for EAL3
Lan-Fienc: Drscussion 12. CC Checklist for EAL4
' 13. Initial Questionnaire
14. Initial Assessment Agenda

2. Ml-loctnamoValldator
3. IPv6 HTTP Stress Test Tool
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Gov Stds community reuse / collaboration growing

Enable: increased reuse

ﬂ .. these resources save \

plenty of our time and
provide a consistent source
of all necessary information

Oct 2007 Oct 2008 Increase that individual development
(cumulative) (cumulative) Percentage groups can use to achieve
IPv6 enablement of their
IPv6 Wizard 135 214 58% products “
usages
IPV6 Reusable 48 68 42% Tivoli Network Management
code download QeVelopment Team%/
Educate: increased wiki traffic and
artifact download
Collaborate:
= Resolve dependency issues to enable
o Oct 2007 Oct 2008 Increase
= One-on-one consultations with
o e Wiki visitors 3680 9198 0
product teams, resulting in mitigations I VIS] 150 %
of several revenue-impacting issues Artifact 1547 3529 128 %
download
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Leveraging Web2.0 to Facilitate an SE Community

o
[0 Make this my preferred commun;

L[ij Secure Engineering Community Es0in the communig

Over the last few years, IBM and its customers have seen a disturbing rise in the number of successful attempts to leverage IT product vulnerabilities
to obtain personal, corporate and government data by organized crime and even rogue member states. Recently, concerned customers have asked '
IEBM for more details on how we ensure the quality and integrity of our software and hardware offerings; in particular, how IEM develops secure
software/hardware -- how we ensure that our products are secure, or securable, and are unlikely to contain security vulnerabilities.

In addition, the U.5. federal government is considering policies which would limit the acquisition of IT products that do not meet certain assurance

levels and use of secure coding standards by the vendor. In order to preserve our competitive advantage, we must continue to focus on these
changing business dynamics and the resulting impact to our secure engineering practices.

_The mission of the secure grgineering communjty is to:
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m View this community on the Lotus Community Server Foru mS s Christopher V Derobertis
HPC Cluster Security Architect/Team Lead
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Community bookmarks Feeds ‘( l Timothy Hahn

Distinguished Engineer, Chief Architect, Secure
B Secure Engineering Wiki '

Systems and Networks
T 1 Tony Nadalin
m Secure Engineering Forum agg | ng Distinguished Engineer, Chief Security Architect
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£ Chris DeRobertis’ Data Alchemy @ BlogCentral . #ﬁ:\: Vouk
gent Developer (currently UNIX OS Agent)

” L 3 = _ Jim Whitmore
> 7 e e i Senior Certified IT Architect

SECURE ENGINEERING COMMUNITY Searching secenq
Home

Dashboard > Secure Engineering Community > Home

WikiCentral v2
Home Published on Apr 29, 2008
Dashboard L

News IBM has long been considered a strong producer of high quality hardware and software. This reputation is well founded since many of our products are used in high performance,

Home high stress, highly available environments which maaz gf our customers view as mission critical to their businesses. Our customers and indeed many of our competitors look to us to
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Establishing an Agile Secure Engineering Community

= Teams need to collaborate across the development
lifecycle

= Assurance practices are dynamic and change
frequently

= Framework Based

= Automated
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IBM’s Secure Engineering Framework

= Enabled Through a Secure Engineering Framework
» Decision Support Matrix

» Best Practices

= Defines assurance activities by phase by product type

» Set of deliverables / artifacts appropriate for the product profile
(architecture)

= Establishes Risk Management Framework for Secure
Engineering
» Identify implications of decisions

» Establishes mechanism for Risk Management / Mitigation
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Secure Engineering Community - Leveraging
Collaboration

= Development Automation is Key to Developer
Adoption
» Low ceremony = High Rate of Adoption

= Framework must be tools based

= Tooling must facilitate the development of the
community

» Collaborative team focused

» Leverage Web2.0 Tooling
» Integrate Education Services
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